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1. Policy Statement

This policy describes the acceptable use of all IT equipment and associated facilities
within Bridgwater Town Council.

Inappropriate use of our IT facilities increases the risk of data loss, system outages
caused by viruses and other malware, financial loss, and legal issues.

Failure to comply with this policy may result in the withdrawal of IT facilities and
disciplinary action.

The policy applies to everyone, including contractors and visitors, who use Council-
owned or leased information technology equipment and telecommunications
networks.

2. Individual Responsibility

Access to IT systems is controlled using a variety of authentication methods,
including User IDs, passwords, tokens, PINs, Passkeys, and MFA (Multi-

Factor Authentication). All resources should be uniquely assigned to named
individuals; consequently, individuals are accountable for all actions on the council's
IT systems.

Individuals must not:

e Allow anyone else to use their user ID or associated identity methods on any
council IT system. The only exception to this is to enable IT support staff to
perform legitimate support activities.

e Leave their user accounts logged in at an unattended and unlocked
computer?.

e Use someone else’s user ID to access council IT systems.

e Leave any identity method, such as a password or PIN, unprotected (for
example, writing them down) or share it with others.

e Perform any unauthorised changes to council IT systems or information.

e Attempt to access data that they are not authorised to use or access.

e Exceed the limits of their role or specific business need to interrogate the
system or data.

e Knowingly store council data on any non-authorised equipment.

e Give or transfer council data or software to any person or organisation
outside the council without authority.

Individuals must ensure:

e Line managers, where appropriate, give clear guidance on the extent and
limits of their role and the necessary use of IT systems and data.

1 Mobile devices can be locked with a single press of the power button, whilst Windows devices are
locked by pressing the Windows Key + L.
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e All device usage in and away from the office conforms to the appropriate
policies for council and personally owned devices

e Media containing confidential, internal, or otherwise sensitive information
should be removed from printers and photocopiers immediately.

3. Information Security & Access Control
Sensitivity labelling

Public — approved for public release (e.g., website content, published papers).
Internal — routine Council business; not for external distribution.

Confidential — personal data, commercially sensitive material, legal advice, security
details; restricted to authorised roles.

Handling rules:

e Label documents and emails with their classification.

e Encrypt CONFIDENTIAL data at rest and in transit.

e Only store data within approved Council systems; personal cloud/email
accounts must not be used.

e Apply retention per Records Management schedules; securely dispose of
when no longer required.

3.1. Access Control

Access control is granted on the principle of least privilege. Users are granted access
only to the information they need to perform their tasks and roles.

Users are assigned a unique username or identifier, on the principle of one user, one
ID, to ensure individual accountability. Individual usernames and identifiers are not
to be shared between users.

User access to systems is reviewed at least annually to ensure it is
still appropriate and relevant.

The primary user access system is reviewed every 90 days to ensure it is
still appropriate and relevant. Inactive and dormant accounts will be investigated
and disabled.

Great care must be taken when interacting with external platforms, such as social
media (e.g., Facebook, WhatsApp, Instagram). These sites are not compliant with
our obligations under data protection. You must not post information that should not
be in the public domain or conduct business on these sites (unless as part of your
role through official BTC accounts).

Please be aware that if a data breach requires the involvement of the Information
Commissioner, the individual responsible may be subject to enforcement actions,
including the release of their name to the public.
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3.2. Passwords & Multi Factor Authentication (MFA/2FA)

Access to systems and information should always be authenticated by passwords,
as a minimum. Most systems should be supplemented by a more secure
authentication system such as Multi-Factor Authentication, a Passkey, or Password-
Less login (email code sign-in). Even if not mandated, the supplemental options
should always be used if available.

e All passwords must be at least 12 characters in length, and include at least
one number, one symbol, and one capital letter.

e Passwords should be changed every 90 days.

e Any initial passwords provided to users must be changed on first use.

e User passwords are not generic, shared, or set at a group level.
Passwords are to be kept confidential and not written down.

e Passwords are not displayed when entered.

e Passwords are not coded or included in any scripts, code, or macros.

e Passwords are encrypted when transmitted over networks.

3.3. Account Creation and Leavers

Requests for new accounts or to deactivate accounts are made to the Office
Manager by line managers or HR.

3.4. Information Transfer

Sensitive files and data must be transferred through SharePoint. This allows us
to retain access control.

Under no circumstances should Council data be sent to personal email addresses or
private internet storage sites (e.g., Dropbox, Google Drive) unless specific
authorisation for this has been obtained. Personal HR documentation pertaining
exclusively to your employment may be saved externally.

3.5. Home / Flexible Working

e Our operating model encourages staff and Councillors to work flexibly,
from home and other non-office locations within reason. When working in
this manner, the following should be observed:

e No sensitive information should be accessed whilst in public areas with
the screen in view.

e Ensure the security of information.

e Keep equipment and files locked out of sight during transit.

e Only store data on council-provided or IT-approved equipment.

e Ensure that family members or visitors to your home are unable to access
equipment or data.
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4. Monitoring and Privacy

Users of our IT facilities have a reasonable expectation of privacy in their use of
those facilities. However, to ensure the security of our data and
enable investigations in the event of a security incident, IT usage is monitored.

Any monitoring will be carried out in accordance with audited, controlled

internal processes, the UK Data Protection Act 2018, the Regulation of Investigatory
Powers Act 2000, the Telecommunications (Lawful Business Practice Interception

of Communications) Regulations 2000, and any other applicable legislation.

The legal basis for processing personal data for the purpose of monitoring IT usage
is based on legitimate interest, and our processing of this data will be proportionate
and carried out in the least intrusive manner reasonably possible.

This policy permits ‘reasonable’ personal use of certain IT facilities. Still, users should
be aware that monitoring systems do not differentiate between business

and personal use. All use is monitored in the same way whilst using a Council-owned
device or network.

5. Prohibited activities whenever using Council IT and
services

The following activities are prohibited — you should not knowingly:

e Offend, insult, harass, threaten, or deceive other people.

e Request, create, access, store, or send offensive, pornographic,
discriminatory, libellous, or illegal material.

e Use the Internet or online communications to make personal gains or
conduct personal business.

e Breach copyright or licence agreements.

e Connect unauthorised devices to Council IT or networks.

e Connect Council devices to unknown computer devices or networks. Use
of unsecured, open Wi-Fi hotspots poses a heightened risk because hackers
can more easily intercept transmitted data. Their use is therefore
not permitted.

e Forward council-specific rather than user-specific sensitive mail to
personal (non-council) email accounts (for example, a personal cloud or
owned domain account) without authorisation.

e Download, use, or distribute unauthorised software or applications.

e Remove, disable, or nullify operational components, safety, or
security measures in Council IT.

e Try to misuse, gain unauthorised access to, or prevent legitimate access
to, any IT equipment, network, system, service, or account.

e Try to gain unauthorised access to information or release information
without proper authority.

e Bring the Council into disrepute or obstruct its business.
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e Be negligent in protecting the IT and services, or the information you
can access from them.
e Break the law or encourage others to do so.

Please be aware that the above activities may be treated as gross misconduct in any
subsequent disciplinary proceedings.

6. Personal use of Council IT

Whilst we do not encourage personal use of Council of IT, we allow you limited,
reasonable personal use (which can be stopped at any time at the
Council’s discretion).

When making personal use of Council IT, you must not:

e Use Council equipment for inappropriate personal use (for example,
gaming), take part in personal commercial activity, including, but not limited
to, peer-to-peer marketing.

e Undertake any form of share dealing.

e Take part in any gambling or lottery.

e Store any personal photos, information, or other data on Council devices.

e Waste Council time, money, or resources.

e The Council does not accept any liability for any loss, damage,
or inconvenience you may suffer as a result of personal use of its IT
and services.

e Any supplied devices are provided to support the business needs of
the organisation and the user. Personal use must not impair this.

e Users issued with a mobile device must not deplete their data allowance
for personal use - apps that consume significant amounts of data should only
be used over a Wi-Fi connection. If excess data charges are incurred due
to personal use, we reserve the right, in exceptional circumstances, to charge
the user for these costs or withdraw the mobile phone, which may result
in disciplinary action.

e Examples of use that may use large amounts of data include (but are
not limited to):

e Sending or receiving high-quality photos in excess

e Streaming or downloading of videos or other entertainment to the device

e Use as a personal hotspot for other devices

7. Asset Management

Devices are issued based on business need and should be used in accordance
with this policy document. Devices are issued for work purposes and should not be
shared with anyone else, including colleagues, family, or friends.

New devices must only be purchased with the permission of the Service Director
through the Office Manager.
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7.1, Software Updates

Periodically, software updates are issued to fix bugs, patch security issues,
and add new features. You are expected to update your device to the latest software
as soon as reasonably possible.

7.2. Limitations on Use

The device should not be used or physically moved outside of the UK without formal
approval. Access will be blocked by default when attempting to log in outside of
the UK without prior approval.

7.3. Lost or Stolen Device

If a device is lost or stolen, it must be wiped as soon as possible to minimise the risk
of data loss. Contact the IT help desk as quickly as possible to report this.

7.4. Return of Assets

e All employees and external third-party users must return all
organisational assets in their possession upon termination of their
employment, contract, or agreement.

e All devices have mandatory encryption and remote wipe capabilities, which
are enforced upon termination.

e Devices must not be given directly to other users, as the device must be
wiped and correctly configured for a new user.

o If a device is returned damaged due to negligence, then the employee will
be held responsible for the cost of the device and/or repair.

e If there is a failure to return the device, then the employee will be held
responsible for the cost of the device.

8. Mobile Use

8.1. Mobile Tariffs
Voice & Data contracts supplied with mobile devices cover use within the UK
as follows:

e Unlimited cross-network calls and SMS.

e 10GB data allowance (EE), 12GB data allowance (02).

e A £0.00 spend cap applies to all mobile tariffs. MMS, pay per
minute/call phone numbers, and other chargeable services are not to be used
without prior approval.

8.2. Wi-Fi

Secure Wi-Fi is available at the Council Offices and should always be used
in preference to 4G/5G when in range.

When working from home, use your home Wi-Fi whenever possible.

7 of 10



Avoid long periods of using the personal hotspot on your mobile device, as it may
incur excess data charges. If you do not have home Wi-Fi that is sufficient to work
from home without using mobile data, you must speak with your line manager to
agree on a solution.

8.3. Health and Safety

The use of mobile telephones for communication is encouraged, but precautions
must be taken to avoid excessive use. The following advice should
be observed when using a mobile phone:

e Do not use mobile phones in the vicinity of sensitive electronic
equipment, where there could be an explosive atmosphere.
e Keep the batteries charged and an emergency number programmed into
the memory.
e Do not use where there is a likelihood of street crime.
e Do not use a mobile phone in the vehicle at any time when the engine is
running. This includes being stationary at traffic lights or parked on
or adjacent to roads with the engine running. Staff and Councillors are
reminded that it is a criminal offence. There are three exceptions to this.
o If your life is in danger and you need to contact emergency services on
999, then stopping would exacerbate the situation.
o If the mobile phone system can be activated entirely ‘hands-
free’. Any such calls must be kept to an absolute minimum.
o Use of the mobile phone as a navigation tool. This must be set up
before the journey starts, and the phone must not be physically
interacted with while driving.

Remember, no telephone call is so urgent that it can be allowed to
jeopardise personal or road safety.

9. Bring Your Own Device (BYOD)

You may use your personal device to access work applications such as Microsoft
Teams and Microsoft Outlook, subject to the correct approval process. Whilst using
your own device, the Council has ownership of the corporate data and resources
that may be accessed on a personal device. However, the device is the user's
property. This means that:

e Council information held in corporate applications available on your
device cannot be saved to your personal device. Non-work-related
information from your personal applications must not be saved within the
Council’s applications.

e The Council’s information held in the applications on your personal device
will fall under the same Security and Information Governance policies as any
Council-owned device and is subject to regulatory and statutory guidance.
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e Your personal device (mobile or tablet) will not be managed/changed
or interfered with by the Council. Only the Council’s apps that you chose
to download to your personal device will be managed by the Council. (A list
of apps can be found on the intranet.)

e Itis also important to note that any websites visited, emails, private
messages, or any information of a personal nature that resides in your
personal device and applications are not monitored in any way by the Council.
The exception to this is standard network monitoring when connected to a
Council Wi-Fi network (the Council can see the websites you visit, including
domains (e.g., google.com). However, visibility into specific content or URLs
is limited by HTTPS encryption.

As devices and platforms have become more capable, the aim of this initiative is to:

e Give end-users the ability to use device(s) that they feel comfortable with
e Reduce overhead for the procurement and provision of corporate devices
e Enable flexible (including remote) working

e Increase productivity

When a personal mobile device is used, all Council policies, including access control,
information security, and health and safety, still apply.

Your personal device meets the minimum operating system requirements, and apps
are kept up to date.

No Council-related data or sensitive data, as defined by the GDPR (General Data
Protection Regulation), or not suitable for the public domain, or Data Protection Act
2018, is stored on the device.

9.1. IT Support

Personally owned devices are not supported by IT services. Staff should contact
the device manufacturer or their carrier for operating system or hardware-related
issues.

The support provided by IT for personal devices within the BYOD scheme is limited
to remote wiping of Council Application(s) / workspace for lost or stolen devices
on termination of employment:

e After the agreed number of failed login attempts to unlock the
corporate workspace

e Data or policy breach is detected

e User no longer requires a BYOD device with managed Council apps

e Device falls out of compliance (drops below the minimum Operating System
level required)

This will only remove the Council’s data and will not interfere with any
personal content on the device.
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10. Reporting

It is your responsibility to report suspected breaches of security policy to your line
manager, the business optimisation lead, and the IT helpdesk without delay.
All violations of information security policies will be investigated.

Where investigations reveal misconduct, disciplinary action may follow in line
with Council disciplinary procedures.

11. Declaration
All staff must confirm they have both read and agree to comply with the policy.
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