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1. Introduction 

Bridgwater Town Council uses CCTV to prevent and detect crime across all Town 

Council sites, internally and externally. The images/videos captured may be used to 

identify individuals and take appropriate action when necessary. 

This policy outlines the appropriate use and management of CCTV equipment and 

images to ensure compliance with the Data Protection 2018 and other relevant 

legislation. Personal data is processed in accordance with Bridgwater Town Council’s 

Data Protection and Retention Policies. 

CCTV has been installed across Bridgwater Town Council’s premises for the purpose 

of deterring and detecting crime in and around Town Council property and to 

enhance security. The footage will help identify, apprehend, and prosecute 

offenders; it may also help identify actions that could result in disciplinary action. 

The CCTV system will be used to respond to the following key objectives, which will 

be subject to annual assessment: 

• To detect, prevent, or reduce the incidence of crime. 

• To prevent and respond effectively to all forms of harassment, public 

disorder, damage, and anti-social behaviour. 

• To create a safer community. 

• Gather evidence by a fair and accountable method. 

• To monitor out-of-hours contractor access. 

• For the personal safety of those within the Council’s buildings. 

The cameras have been sited to provide a primary view of public areas. Respect for 

privacy is an important consideration, and the system will not be used to monitor 

individuals undertaking day-to-day activities in areas under surveillance. 

To ensure the public and employees are aware they are entering an area where a 

scheme is in operation, signs have been placed at the entrances to all covered areas. 

All signs will be for the intended purpose, and careful consideration will be given to 

placement, size, and visibility. The signs will indicate that CCTV cameras are 

operating and will be displayed at the perimeter of the area covered by the scheme. 

The signs will identify the owner by name (Bridgwater Town Council) and provide a 

daytime contact telephone number. 

2. Management of the system 

Facilities Management are responsible for looking after the CCTV and equipment. 

Only those who have direct responsibility for using the equipment shall have access 

to the operating controls and will be trained in system operation and in compliance 

with data protection requirements. The system will only be viewed/operated by 

trained operators. 

Images will be deleted in accordance with the Data Protection and Retention 

Policies. Recordings will not be routinely viewed, disclosed, or retained, and will be 

used only as necessary, such as for investigations or compliance. 
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Cameras shall not be used to look into private property. Where appropriate, 

operational procedures and technological measures will be adopted to restrict the 

use of cameras on private premises. 

3. Data Protection Compliance 

The Officer responsible for overseeing data protection compliance will periodically 

audit system use and ensure that operations and practices remain compliant with 

data protection legislation. All cameras covering public areas should have a Data 

Protection Impact Assessment in place. Adequate signage will be in place at all sites 

where CCTV is in operation. 

Bridgwater Town Council ensures compliance under the Data Protection Act. 

4. Storage and retention of images 

Images stored on the recording equipment will be securely protected. Facilities 

Management are responsible for ensuring equipment security and routinely 

recording images. 

Images are typically stored for 30 days; however, the Town Council reserves the 

right to retain them if required for an investigation. 

Where images are retained for an investigation, the CEO and Town Clerk may 

delegate responsibility for their secure storage to an appropriate Officer. Images 

retained for human resources purposes will be handled in accordance with the 

procedures outlined in the Employee Handbook. 

5. Request for access to images 

Under the terms of Data Protection legislation, individual access to personal data, of 

which that individual is the data subject, must be permitted, provided: 

• The request is made in writing. 

• A specified fee is paid for each search. 

• Facilities Management is supplied with sufficient information to satisfy them 

as to the identity of the person making the request. 

• The person making the request provides sufficient and accurate information 

about the time, date, and place to enable Facilities Management to locate the 

information that the person seeks. It is recognised that a person making a 

request is unlikely to know the precise time. Under those circumstances, a 

one-hour accuracy requirement would be reasonable. 

• The person making the request is only shown information relevant to that 

particular search and which contains personal data of them only, unless all 

other individuals who may be identified from the same information have 

consented to the disclosure. 

• In the event of Facilities Management complying with a request to supply a 

copy of the data to the subject, only data of the individual should be copied 
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(all other personal data which may facilitate the identification of any other 

person should be concealed or erased). 

Facilities Management is entitled to refuse an individual request to view data under 

these provisions if insufficient or inaccurate information is provided; however, every 

effort should be made to comply with access procedures, and each request should 

be treated on its own merit. 

In addition to the principles contained within the Data Protection Legislation, the 

Facilities Management / CEO and Town Clerk should be satisfied that the data is: 

• Not currently, and as far as can be reasonably ascertained, not likely to 

become part of a ‘live’ criminal investigation. 

• Not currently, as far as can be reasonably ascertained, not likely to become 

relevant to civil proceedings. 

• Not the subject of a complaint or dispute which has not been actioned. 

• The original data and the audit trail have been maintained. 

• Not removed or copied without proper authority. 

• For individual disclosure only (i.e., to be disclosed to a named subject). 

Upon receipt of a bona fide request to verify the existence of relevant data and 

payment of the appropriate fee, currently £30, Facilities Management will ensure: 

• No undue obstruction of any third-party investigation to verify the existence 

of data. 

• The retention of data which may be relevant to a request. 

• That there is no connection with any existing data held by the Police in 

connection with the same investigation. 

Facilities Management will determine whether disclosing images would identify third 

parties and whether those images are subject to a duty of confidence. Any images 

held will have third-party images blurred or disguised. Data subjects may be asked 

whether they wish only to view their data; otherwise, they will be provided with a 

copy of the CCTV data in standard USB/DVD format. All third-party viewings will take 

place in private areas away from the CCTV recording and monitoring facility. 

If subject access is denied, Facilities Management will record the details of the 

refusal and inform the enquirer of the decision in writing. 

If Facilities Management receives a request to cease processing personal data 

because it is likely to cause unwarranted damage or distress, they must respond in 

writing to the individual within 21 days and state whether they will comply with the 

request, providing reasons for their decision. Facilities Management will maintain a 

record of all such requests and the resultant decision. 

5.1. Primary request to view data 

Primary requests, e.g., those from law enforcement agencies, to view data 

generated by the CCTV system are likely to be made by third parties for any one or 

more of the following purposes: 
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• Providing evidence in criminal proceedings (Police and Criminal Evidence Act 

1984, Criminal Procedures & Investigations Act 1996) 

• Providing evidence for civil proceedings or tribunals. 

• The investigation and detection of crime. 

• Identification of witnesses. 

Third parties will be required to show adequate grounds for disclosure of data within 

the above criteria, which may include, but is not limited to: 

• Police. 

• Statutory authorities with powers to prosecute. 

• Solicitors. 

• Plaintiffs in civil proceedings. 

• Accused persons or defendants in criminal proceedings. 

All primary requests will be recorded in a spreadsheet administered by Facilities 

Management. 

5.2. Secondary request to view data 

A secondary request for data is any request that does not qualify as a primary 

request. Before complying with a secondary request, the data controller shall ensure 

that: 

• The request does not contravene, and compliance with the request would not 

breach current relevant legislation (e.g., Data Protection Act 2018). 

• Any legislative requirements have been complied with (e.g., the requirements 

of the Data Protection Act 2018). 

• Due regard has been taken of any known case law (current or past) which 

may be relevant (e.g., R v Brentwood BC ex p. Peck). 

• The request would pass a test of disclosure in the public interest. 

If, in compliance with a secondary request to view data, a decision is taken to 

release material to a third party, the following safeguards shall be put in place 

before surrendering the material: 

• In respect of material to be released under the auspices of crime prevention, 

a written agreement to the release of the material should be obtained from a 

Police Officer, not below the rank of Inspector. The Officer should have 

personal knowledge of the circumstances of the crime(s) to be prevented and 

an understanding of the CCTV System Code of Practice. 

• If the material is to be released under the auspices of public well-being, 

health, or safety, a written agreement to the release of the material should be 

obtained from a senior officer within the Local Authority. The Officer should 

have personal knowledge of the potential benefits of releasing the material 

and an understanding of the CCTV System Code of Practice. 

5.3. Employees 

Anyone who requests CCTV footage for personal data should complete the CCTV 

Request form 1.docx and submit it to facilities@bridgwater-tc.gov.uk, or forward it 

https://bridgwatertc-my.sharepoint.com/:w:/g/personal/scott_mason_bridgwater-tc_gov_uk/IQAeYhOJJUkST5EfUrbWbpipARAUIJPU9CtywO12cVzGZng?e=Lf0ney
https://bridgwatertc-my.sharepoint.com/:w:/g/personal/scott_mason_bridgwater-tc_gov_uk/IQAeYhOJJUkST5EfUrbWbpipARAUIJPU9CtywO12cVzGZng?e=Lf0ney
mailto:facilities@bridgwater-tc.gov.uk


6 of 8 
 

to facilities@bridgwater-tc.gov.uk by any member of staff receiving the request. 

Employees who wish to view recorded historical CCTV footage should contact their 

Line Manager at the earliest opportunity due to footage retention dates. 

The internal CCTV system is not intended for use in external claims. However, 

access requests may be evaluated on a case-by-case basis. 

The delegated Officer is responsible for reviewing images during an incident 

investigation. Employees should refer to the Employee Handbook for guidance on 

using images during a human resources incident/investigation. 

5.4. Members of the public 

Anyone who requests CCTV footage for personal data should complete the CCTV 

Request form 1.docx and submit it to facilities@bridgwater-tc.gov.uk. 

The delegated Officer is responsible for reviewing images during an incident 

investigation.  

5.5. Police 

Anyone who requests CCTV footage for personal data should complete the CCTV 

Request form 1.docx and submit it to facilities@bridgwater-tc.gov.uk. 

The delegated Officer is responsible for reviewing images during an incident 

investigation.  

6. Recorded images as evidence 

The Police will apply for access, in accordance with an agreement with Bridgwater 

Town Council, where the Police reasonably believe that access to the recorded 

images is necessary for the investigation and detection of a particular offence or 

offences, or for the prevention of crime. 

The Police may obtain access under the provisions of the Police and Criminal 

Evidence Act 1984. 

Recorded material resulting from the operation of the system will typically be made 

available only to the Police for criminal prosecution. 

On occasion, specific requests may be received from other organisations with 

prosecution powers, such as HM Customs and Excise, the Health and Safety 

Executive, and Trading Standards. If the evidence is required in connection with a 

prosecution to assist in achieving the system's key objectives, it will be supplied, 

subject to agreement by Bridgwater Town Council and consultation with the Police. 

Any evidence provided will be subject to an undertaking that it will only be used 

strictly in accordance with this policy and for the reasons for which it has been 

delivered. 

Since recorded material may be submitted as evidence, it must be of good quality, 

accurate in content, and handled in accordance with defined procedures to ensure 

continuity and avoid contamination. 

mailto:facilities@bridgwater-tc.gov.uk
https://bridgwatertc-my.sharepoint.com/:w:/g/personal/scott_mason_bridgwater-tc_gov_uk/IQAeYhOJJUkST5EfUrbWbpipARAUIJPU9CtywO12cVzGZng?e=Lf0ney
https://bridgwatertc-my.sharepoint.com/:w:/g/personal/scott_mason_bridgwater-tc_gov_uk/IQAeYhOJJUkST5EfUrbWbpipARAUIJPU9CtywO12cVzGZng?e=Lf0ney
mailto:facilities@bridgwater-tc.gov.uk
https://bridgwatertc-my.sharepoint.com/:w:/g/personal/scott_mason_bridgwater-tc_gov_uk/IQAeYhOJJUkST5EfUrbWbpipARAUIJPU9CtywO12cVzGZng?e=Lf0ney
https://bridgwatertc-my.sharepoint.com/:w:/g/personal/scott_mason_bridgwater-tc_gov_uk/IQAeYhOJJUkST5EfUrbWbpipARAUIJPU9CtywO12cVzGZng?e=Lf0ney
mailto:facilities@bridgwater-tc.gov.uk
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Appropriate security measures will be implemented to prevent unauthorised access 

to, alteration of, disclosure of, destruction of, or accidental loss of recorded material. 

USB drivers required for evidential purposes will be treated as exhibits and will be 

retained and stored according to procedures agreed with the Police, as follows: 

• An original exhibited Master USB will be produced only on receipt of a written 

request from the Police. 

• The Master USB will be retained under secure storage by Facilities 

Management and secured with a tamper-proof label. 

• An exhibited working copy will also be produced if required. 

• The Master USB will be given a unique reference number (comprising date, in 

dd/mm/yyyy format, together with the associated crime reference number) 

which shall be indelibly marked on the USB device. 

• A register will be maintained in which a record of the Master USBs held by 

Facilities Management will be logged. The register will be securely stored by 

Facilities Management on SharePoint. 

• Facilities Management will log the issue of a working copy, and the authorised 

Police Officer receiving the USB will sign for it. 

• If necessary, the CEO and Town Clerk or Director of Amenities will provide 

the Police with statements for evidential purposes. 

Third-party access to recorded images may be permitted in connection with civil 

disputes by court order or extended to lawyers acting for defendants or victims in 

criminal proceedings. 

No other access will be permitted unless approved by the owners and for reasons 

that fall within the system's purposes and objectives, in accordance with this policy 

and the Data Protection Act 2018. 

7. Media 

Where it is decided that the public’s assistance is needed to assist in the 

identification of a victim, witness, or perpetrator in relation to a criminal incident, as 

part of that decision, the victim's wishes will be taken into account. In all cases of 

media disclosures under this clause, the Police authority will have sole discretion 

over disclosure. 

8. Training 

All staff that handle or manage personal data derived from the CCTV system will 

receive appropriate training in the following fields: 

• Recognition of a subject access request. 

• Recognition of a request to prevent processing likely to cause a Data Subject 

unwarranted damage or to prevent automated decision-making. 

• The use of appropriate forms. 

• What action to take on receipt of a request. 

• How enquirers might be provided with a copy of this policy. 
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• How enquirers might make a complaint about the CCTV system either to the 

owner or the Information Commissioner. 

9. Complaints 

Any use of the CCTV system or any materials produced that is outside the policy and 

inconsistent with the system's objectives will be considered gross misconduct. 

Misuse of the system will not be tolerated. Continuing public support is vital. Any 

person found operating outside this policy without good and reasonable cause will 

be dealt with under the Council’s disciplinary system. If any breach constitutes an 

offence under criminal or civil law, then court proceedings may be taken. 

Any complaint concerning misuse of the system will be treated seriously and 

investigated by the CEO and Town Clerk. The CEO and Town Clerk, or Facilities 

Management, will ensure that every complaint is acknowledged in writing within 

seven working days, including advice to the complainant on the enquiry procedure to 

be undertaken. 

Where appropriate, the Police will be asked to investigate any matter recorded by 

the CCTV system that is deemed criminal. 

10. Major incidents 

In the event of a significant incident, such as severe public disorder, bomb 

threats/explosions, or severe fires, the Police will be authorised to supervise CCTV. 

The CEO and Town Clerk or Facilities Management will give such authority verbally 

or in writing under the constraints of The Regulation of Investigatory Powers Act 

2000. 


